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Any one of ECUs that are operating detects a present power
supply voltage repeatedly. When the voltage detected at the
present time is changed from the voltage detected at the
previous time, a difference is calculated as a variation value
and the repeatedly calculated variation values are integrated
to provide a voltage variation integrated value. When the
variation of the power supply voltage of an ECU becomes
great relatively due to a loose connection in a power supply
line, the calculated voltage variation integrated value
becomes greater than those of the other ECUs. In addition,
when a defect arises in a common power supply source, the
voltage variation integrated value increases in all the ECUs.
Therefore, each integrated value of the variation values of the
power supply voltage in each ofthe ECUs enables an anomaly
diagnosis of an occurrence point of the defect.
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1
ANOMALY DIAGNOSIS SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION

The present application is based on Japanese Patent Appli-
cationNo. 2013-110163 filed on May 24, 2013, the disclosure
of which is incorporated herein by reference.

TECHNICAL FIELD

The present disclosure relates to an anomaly diagnosis
system to perform an anomaly diagnosis in an in-vehicle
network that connects a plurality of electronic control units
(ECUs) that are permitted to communicate with each other.

BACKGROUND ART

Patent Literature 1: JP 2007-112303 A

For instance, Patent Literature 1 discloses an anomaly
diagnosis system connecting a plurality of apparatus ECUs
and a power ECU via a network. The plurality of apparatus
ECUs are to perform controls of respective apparatuses by
receiving electric power from an in-vehicle power source; the
power ECU is to detect a state of the in-vehicle power source
or a power source switching relay. Such a system can specify
a reason or occurrence point of a defect, if occurs.

In the anomaly diagnosis system, an apparatus ECU
detects a power supply voltage that is provided to the appa-
ratus ECU itself. When detecting a defect such as voltage
variation, instantaneous power interruption, or voltage
decline, the system stores a diagnostic informational item that
indicates the defect. The power ECU collects the diagnostic
informational items from the respective apparatus ECUs. If
detecting a defect regarding power supply in at least one
apparatus ECU, the power ECU tries to detect whether an
anomaly occurred at the time of defecting the defect in several
check points such as a power supply to each apparatus ECU,
a state of the in-vehicle power source, or a state of the power
source switching relay. From the comprehensive relation of
the detection results of the several points, the power ECU
specifies the occurrence point or detailed contents of the
defect regarding the power supply and stores the specified
informational data in a memory.

Various in-vehicle ECUs have been required recently to
execute the various kinds of controls even when the host
vehicle is under a stop state. For example, the controls under
the vehicle stop state include a “smart key control” to control
locking/unlocking of vehicle doors via two-way communica-
tions between an in-vehicle apparatus and a portable key, and
a “charge control” to control charging in an electric vehicle or
a plug-in hybrid vehicle.

The vehicle stop state disables the generation by an alter-
nator or the regeneration brake by an in-vehicle motor. This
situation significantly requires the power consumption by
each ECU to be decreased to a minimum level. This leads in
proposals of technologies that cause each of the various kinds
of ECUs mentioned above to enter a sleep mode if unneces-
sary for controls or cause only some of the ECUs related with
a specific control that needs to be activated even under the
vehicle stop state.

SUMMARY

Such a situation where only some or part of the ECUs are
activated may cause the anomaly diagnosis system described
in Patent Literature 1 to fail a suitable anomaly diagnosis.
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That is, the anomaly diagnosis system in Patent Literature 1
specifies the contents of a defect or the occurrence point of the
defect in the power supply from the comprehensive relation of
the diagnosis information from all the apparatus ECUs and
the anomaly detection results of the state of the in-vehicle
power source or power source switching relay in the power
ECU. In contrast, in a situation where only part of ECUs are
activated whereas the other ECUs are under the sleep mode,
the anomaly diagnosis system in Patent Literature 1 cannot
obtain necessary information from the ECUs under the sleep
mode. This makes it difficult to perform a suitable diagnosis
or identification of a defect.

In consideration of the above situation, it is an object of the
present disclosure to provide an anomaly diagnosis system
which can diagnose an occurrence point of a defect if having
occurred even in a situation where only part of ECUs are
activated among all the ECUs in a network.

To achieve the above object, according to an example of the
present disclosure, an anomaly diagnosis system is provided
as follows. The anomaly diagnosis system is to perform an
anomaly diagnosis in an in-vehicle network where a plurality
of electronic control units are connected to mutually commu-
nicate. The anomaly diagnosis system includes a power sup-
ply portion, a voltage detection portion, an integration sec-
tion, and a diagnosis section. The power supply portion is to
provide an electric power to each of the plurality of electronic
control units. The voltage detection portion is provided in a
subject electronic control unit being any one of the plurality
of electronic control units; the voltage detection portion is to
detect a power supply voltage in the subject electronic control
unit repeatedly while the subject electronic control unit per-
form an operation. The integration section is provided in the
subject electronic control unit; the integration section is to (i)
calculate a variation value indicating a variation that arises
when the power supply voltage detected by the voltage detec-
tion portion is changed from the power supply voltage
detected at a previous time, and (ii) integrate the variation
values calculated repeatedly to calculate an integrated value
with respect to the subject electronic control unit. The diag-
nosis section is to perform an anomaly diagnosis based on the
respective integrated values calculated with respect to the
plurality of electronic control units. Further, the integration
section calculates the integrated value by substituting a cor-
responding value for the variation value at an activation time
when the subject electronic control unit is activated, the cor-
responding value corresponding to the power supply voltage
detected by the voltage detection portion at the activation time
when the subject electronic control unit is activated; and the
diagnosis section performs the anomaly diagnosis using only
the integrated values each being greater than zero.

Under the above configuration, the voltage detection por-
tion repeatedly detects a power supply voltage in any ECU
which is operating. When the power supply voltage detected
at the present time is changed from the power supply voltage
detected at the previous time in each ECU, the integration
section in each ECU calculates a variation value representing
a magnitude of the variation and integrates the calculated
variation values, providing a variation integrated value. For
example, when the variation of the power supply voltage of a
specific ECU becomes great relatively due to a loose connec-
tion in a power supply line, the calculated integrated value
becomes greater than those of the other ECUs. In addition,
when a defect or failure arises in a power supply source itself,
the calculated integrated value increases in each of the ECUs.
Therefore, each integrated value of the variation values of the
power supply voltage in each ofthe ECUs enables an anomaly
diagnosis of an occurrence point of the defect.
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It is noted that the integration section calculates the inte-
grated value by substituting a given value corresponding to
the power supply voltage detected by the voltage detection
portion at the time of activating an ECU for the variation
value. Therefore, when the ECU is activated and starts an
operation, the integrated value certainly turns into a value
greater than zero. The diagnosis section performs an anomaly
diagnosis using only the integrated values each being greater
than zero. In other words, an integrated value with respect to
an ECU that is not activated or not operating is held at zero;
thus, any integrated value with respect to the ECU that is not
activated is not used in the anomaly diagnosis. Therefore,
even in the case where some ECUs among all the ECUs are
not activated, an erroneous determination in the anomaly
diagnosis can be prevented.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features, and advantages of
the present disclosure will become more apparent from the
following detailed description made with reference to the
accompanying drawings. In the drawings:

FIG.1is adiagram illustrating an example configuration of
a network in a vehicle, the network to which an anomaly
diagnosis system according to an embodiment of the present
disclosure applies;

FIG. 2 is a diagram illustrating a schematic internal con-
figuration of an ECU;

FIG. 3 is a flowchart diagram illustrating a voltage varia-
tion integrating process;

FIG. 4 is a time chart diagram indicating an example of a
variation of a voltage variation integrated value; and

FIG. 5 is a flowchart diagram illustrating an anomaly diag-
nosis process.

DETAILED DESCRIPTION

The following describes an embodiment of the present
disclosure with reference to drawings. An anomaly diagnosis
system according to an embodiment of the present disclosure
applies to a network in a vehicle. FIG. 1 illustrates an example
configuration of such a network in the vehicle.

The present embodiment explains a vehicle such as an
electric vehicle or a plug-in hybrid vehicle having the net-
work. The vehicle includes a motor as a driving source while
driving the motor with a high voltage battery that can receive
charge from an external power source. To control the various
kinds of in-vehicle apparatuses of the electric vehicle or plug-
in hybrid vehicle, a plurality of ECUs (Electronic Control
Units) 11 to 14 are provided in the network as shown in FIG.
1. The ECUs 11 to 14 communicate with each other via a
communication bus 10 such as a CAN (Controller Area Net-
work) bus. The following explains examples of the ECUs 11
to 14.

For instance, the ECU 11 is a power source verification
ECU that performs reciprocal communication with a portable
terminal that is held by a user to thereby execute a predeter-
mined process of verification. When the verification is satis-
fied, the ECU 11 permits the power supply to the various
kinds of in-vehicle apparatuses such as a touch sensor pro-
vided in a door handle, a door lock motor, an engine starter.

To be specific, when the vehicle is parked under the door
locked state, the ECU 11 is provided to undergo a wake-up
operation with predetermined time intervals by a timer (un-
shown) to transmit electric waves to a portable key. Upon
finishing the necessary processes such as a transmission/
reception of electric waves and the verification process, the
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ECU 11 enters the sleep state or mode. That is, the ECU 11 is
required to be activated when the vehicle is parked or the
ignition switch is turned off; thus, the ECU 11 is provided to
receive the electric power supply directly from a in-vehicle
battery 18 which may be referred to as a power supply portion
or source.

For instance, the ECU 12 is a body ECU that performs a
door-lock release operation, which is performed when the
verification is satisfied in the ECU 11 to apply electric current
to a touch sensor in a door handle and then a user manipula-
tion to the touch sensor is detected. To be specific, the ECU 12
performs a door-lock release operation by driving the door
lock motor in a predetermined direction to release the door
locked state. In addition, the ECU 12 performs a door lock
operation by driving the door lock motor in a direction oppo-
site to that in the door-lock release operation when the a door
lock switch in a vehicle door is manipulated by a user under
the state where the verification is satisfied in the ECU 11.

The ECU 12 is activated based on a wake-up signal from
the ECU 11 when the verification is performed or the verifi-
cation is satisfied in the ECU 11. That is, the ECU 12 also
needs to be activated when the ignition switch is turned off;
like the ECU 11, the ECU 12 is thereby provided to receive
the electric power supply directly from the in-vehicle battery
18.

Thus, the ECU 11 and ECU 12 cooperate to perform a
smart key control, which controls the locking/unlocking of
vehicle doors through the two-way communications with a
portable key held by a user.

For instance, the ECU 13 is a battery ECU which controls
a high voltage battery (unshown). The ECU 13 is to calculate
a battery residual quantity (SOC: State of Charge) of the high
voltage battery based on the charging and discharging cur-
rents or battery voltage while performing an equalization
process that equalizes the charge states of the respective cells,
if included, in the high voltage battery.

For instance, the ECU 14 is a charge/discharge control
ECU. The ECU 14 is to control the start and end of a charge/
discharge of the high voltage battery when the high voltage
battery is charged with an external power source or used as a
backup power source or emergency power source to supply
electric power to homes. When the charge is performed using
an external power source, the ECU 14 confirms the battery
residual quantity by communicating with the ECU 13. When
the charge is determined to be available, the ECU 14 turns on
a relay which connects a charge plug to the high voltage
battery. This starts the charge of the high voltage battery.
When the ECU 13 detects a full charge state of the high
voltage battery after the start of the charge, the ECU 14 turns
off the relay and ends the charge. In addition, when the
electric discharge plug is connected to the vehicle to supply
electric power by causing the high voltage battery to function
as a backup power source, the ECU 14 activates an AC
inverter (unshown) and thereby converts the direct current
voltage of the high voltage battery into the alternating voltage
for home uses to output.

The ECU 13 and ECU 14 are connected to the in-vehicle
battery 18 viaarelay 22. The relay 22 is controlled by a power
control ECU 20. The power control ECU 20 turns on the relay
22 to start the power supply to the ECU 13 and ECU 14 when
detecting that a charge plug or a discharge plug is connected
to the vehicle. Further, the power control ECU 20 notifies the
ECU 14 that the charge plug or discharge plug is connected,
thereby causing the ECU 14 to start the charge control or
discharge control.

The above explains the case where the ECU 13 and ECU 14
receive the power supply from the in-vehicle battery 18 via
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the relay 22. There is no need to be limited thereto. The ECU
13 and ECU 14 may be provided to receive the electric power
supply directly from the in-vehicle battery 18. Furthermore,
the ECU 13 and/or ECU 14 may be provided to be activated
based on a trigger event that is connection of the charge plug
or discharge plug, for example.

As explained above, under the vehicle according to the
present embodiment, even when the vehicle is under the stop
state, various controls are performed by the respective ECUs
11 to 14, and 20. That is, the ECUs 11 to 14, and 20 perform
a smart key control, a charge with an external power source,
or a home-use emergency power supply.

Some kind of control leads to the activation of necessary
ECUs, which communicate necessary data with each other to
thereby perform a desired control. For example, the charge
with an external power source is performed by the ECU 13
and ECU 14 collaborating with each other; the smart key
control is performed by the ECU 11 and ECU 12 collaborat-
ing with each other.

Thus, even under the stop state of the vehicle, a subject
ECU needs to operate when the need of the control as
explained above occurs or when the need of the control is
determined. This prohibits the electric power supply to all the
ECUs 11 to 14, and 20 from being simultaneously turned off
to move the ECUs 11 to 14, and 20 into the stop state. For
instance, the CAN (Controller Area Network) protocol
enables the respective ECUs 11 to 14, and 20 to move to the
sleep mode to stop a communication function and arithmetic
function for power saving under the condition where the
communication bus 10 moves to the recessive state and then
remains in an idle state (i.e., not crowded state) for a prede-
termined period of time.

It is noted that the CAN protocol is adopted with a 2-wire
communication line serving as the communication bus 10, in
which the two wires are connected with the termination resis-
tors at both ends. A subject ECU, which transmits data, con-
trols a transceiver to generate two kinds of high and low
potential differences (voltage differences) between the 2-wire
communication line to thereby communicate “1” and “0”
over the communication bus 10. In this case, the CAN proto-
col defines the logic “0” as a dominant level generating the
high voltage difference in the 2-wire communication line.

It is noted that under ausual CAN protocol, when detecting
that the level in the communication bus becomes in the domi-
nant level, any ECU, which has been under the sleep mode,
inevitably returns (i.e., transitions) from the sleep mode to the
usual mode being an operating mode permitting the commu-
nication function and arithmetic function. However, as men-
tioned above, a specific control often requires only a limited
ECU(s) or part of the ECUs to perform the control. The
activation of all the ECUs results in useless power consump-
tion.

To that end, the present embodiment provides a CAN trans-
ceiver 32 to activate each of the ECUs 11 to 14, and 20
individually or independently, as shown in FIG. 2. The CAN
transceiver 32 is provided in each of the ECUs 11 to 14, and
20. Now, the ECU 11 is used as arepresentative example ECU
to explain an internal ECU configuration containing the CAN
transceiver 32.

The ECU 11 includes a microcomputer 30 to execute vari-
ous kinds of arithmetic processes, and a transceiver 32 to
communicate with another ECU via the communication bus
10. The microcomputer 30 has a transmit port Tx connected
with a transmitter 34 of the transceiver 32. According to the
logical level outputted from the microcomputer 30, the trans-
mitter 34 generates two kinds of high and low voltage differ-
ences between the 2-wire communication line of the commu-
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nication line 10 to thereby communicate “1” and “0” in the
communication bus 10. The microcomputer 30 has a receive
port Rx connected with a receiver 36 of the transceiver 32.
The receiver 36 converts the potential difference in the com-
munication bus 10 into the logical level in the microcomputer
30, and outputs it to the receive port Rx of the microcomputer
30.

Furthermore, the transceiver 32 is equipped with an indi-
vidual activation signal detection portion which identifies an
individual activation signal directed to the ECU 11 (i.e., host
ECU) containing the transceiver 32 itself. The individual
activation signal is transmitted in the head part of a commu-
nication frame. When identifying that the individual activa-
tion signal is directed to the ECU 11 or host ECU, the indi-
vidual activation signal detection portion operates to permit
an output of the receiver 36 of the transceiver 32 so as to
receive the communication data following the individual acti-
vation signal.

The individual activation signal detection portion is pro-
vided to include a decoder 40, a memory 42, and a determi-
nation portion 44, as indicated in FIG. 2. The decoder 40
decodes a potential difference on the communication bus 10
into a decoded signal, and outputs the decoded signal to the
determination portion 44. The memory 42 stores previously
an identification code for identifying the host ECU 11 itself.
The determination portion 44 permits the output by the
receiver 36 when the decoded signal matches the stored iden-
tification code.

The above configuration according to the present embodi-
ment enables only part of the ECUs 11 to 14, and 20 to be
activated under the vehicle stop state instead of all the ECUs
11 to 14, and 20 being activated simultaneously. Further, the
anomaly diagnosis system according to the present embodi-
ment enables a diagnosis of a defected point or occurrence
point of a defect that occurs in the power supply to each ECU
or the power source itself even when only part of the ECUs 11
to 14, and 20 are activated. The following explains a tech-
nique of an anomaly diagnosis in the anomaly diagnosis
system according to the present embodiment with reference
to FIG. 3 and FIG. 5.

Itis further noted that a flowchart in the present application
includes sections (also referred to as steps), which are repre-
sented, for instance, as S100. Further, each section can be
divided into several sections while several sections can be
combined into a single section. Furthermore, each of thus
configured sections can be referred to as a module, device, or
means and achieved not only (i) as a software section in
combination with a hardware unit (e.g., computer), but also
(ii) as a hardware section (e.g., integrated circuit, hard-wired
logic circuit), including or not including a function of a
related apparatus. Further, the hardware section may be inside
of'a microcomputer.

The flowchart in FIG. 3 indicates a process continuously
executed in each of ECUs 11 to 14, and 20 in a time range
from the activation (start) to the normal end of an operation.
The normal end of an operation (i.e., a normal end case)
includes the case where an ECU finishes a necessary control
process and then enters a sleep mode; the case where the
power supply is turned off; or the case where an operation is
finished due to the ignition switch being turned off. In con-
trast, there may be a case where the operation of an ECU is
reset (i.e., a reset function is applied to the operation) due to
(1) an anomaly having occurred in an internal arithmetic pro-
cess of the ECUs 11 to 14, and 20, or (ii) a decline in the
voltage of the power supply. Such a case is regarded as an
anomalous end case, where an integrated value which will be
explained later is maintained or held unchanged. That is,
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when a reset function occurs, the processing exits the flow-
chart, thereby stops once. The processing or operation starts
the flowchart again to execute S100 and onward.

It is noted that each ECU is provided with a reset function
that resets each ECU itself (i.e., activates each ECU again)
when an anomaly occurs in an internal arithmetic process or
the voltage of the power supply declines less than a threshold
value. Furthermore, each ECU is provided with an internal
watch dog circuit that monitors an operation of a microcom-
puter based on a run pulse outputted from the microcomputer
and resets the operation when an anomaly occurs. Although
the process in FIG. 3 is performed in each of the ECUs 11 to
14, and 20 in the present embodiment, the explanation below
is made, for easy understanding, on the assumption that a
subject ECU being any one of the ECUs 11 to 14, and 20
performs the present process in FIG. 3.

At 8100, with an activation (including a re-activation due
to a reset) of the subject ECU, a previous detection value of a
power supply voltage provided to the subject ECU (i.e., a
power supply voltage detected at a previous time or last time)
is set to zero. It is noted that the previous detection value may
be set to any value that is less than a detection value of the
power supply voltage.

At 8110, it is determined whether a predetermined period
of time elapses. The predetermined period of time is, for
example, set to one second (1 sec). When it is determined that
the predetermined period of time elapses, the processing pro-
ceeds to S120. When it is determined that the predetermined
period of time does not elapse, the processing proceeds to
S160 while skipping S120 to S150. At S120, the power supply
voltage provided to the subject ECU is acquired; this will be
explained in detail later. The processing at S110 permits such
acquisition of power supply voltage at S120 with predeter-
mined time intervals. In addition, the acquisition of power
supply voltage is not performed until the predetermined
period of time elapses since the subject ECU is activated. This
configuration can prevent the detection of unstable power
supply voltage that may occur immediately after the activa-
tion of the subject ECU. The power supply voltage may be
detected for the first time after an initial period of time elapses
since the activation of the subject ECU. This initial period of
time may be different from the above predetermined period of
time as needed.

Again, at S120, the power supply voltage presently pro-
vided to the subject ECU is detected. To be specific, as shown
in FIG. 2, each ECU contains an A/D converter 38 which
converts the power supply voltage presently provided to each
ECU into a digital value, which is then inputted into the
microcomputer 30 of each ECU. The A/D converter 38 may
be referred to as a voltage detection portion. At S130, a
voltage variation value is calculated as follows. A present
voltage value is defined as a power supply voltage value
detected in the process performed at the present time; a pre-
vious voltage value is defined as a power supply voltage value
detected in the process at the previous time. The present
voltage value is subtracted from the previous voltage value
that is stored, thereby providing a subtraction result; the abso-
Iute value of the subtraction result is defined as a voltage
variation value. At S140, a voltage variation integrated value
is updated as follows. The voltage variation value obtained at
S130 is added onto a previously calculated voltage variation
integrated value; this addition updates the voltage variation
integrated value from the previously calculated voltage varia-
tion integrated value into the presently calculated voltage
variation integrated value. At S150, the present voltage value
is substituted for the previous voltage value so as to prepare
for the next calculation of the voltage variation value.
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At 5160, it is determined whether the subject ECU ends the
operation normally (i.e., the subject ECU reaches a normal
end of the operation). When it is determined that the subject
ECU does not reach a normal end, or when it is determined
that the subject ECU needs to continue the operation, the
processing proceeds to S110. In contrast, when it is deter-
mined that the subject ECU reaches a normal end of the
operation, the processing proceeds to S170, where the voltage
variation integrated value calculated at S140 is cleared.

Thus, in the present embodiment, the presently provided
power supply voltage is repeatedly detected with predeter-
mined periods of time in each ECU that is operating (under
operation). Further, when the detected power supply voltage
is changed from the previous detection voltage, a variation
value indicating a magnitude of a variation is calculated and
the calculated variation value is integrated. For example, a
loose connection occurring in a power supply line in a subject
ECU may cause the variation in the power supply voltage of
the subject ECU to be great relatively as compared with those
of'other ECUs. In such a case, the calculated voltage variation
integrated value becomes greater than those of the other
ECUs.

Furthermore, the subject ECU may be reset due to an
internal anomaly or decline of the power supply voltage. In
such a case, without the processing at S170 is executed, the
subject ECU is activated again to re-start the present process
from at S100. Since the processing at S170 is not executed,
the voltage variation integrated value before the reset is thus
maintained or held without being initialized to zero. Further,
at S100, the previous detection value of the power supply
voltage is set to 0; the voltage variation integrated value
calculated at S140 is jumped significantly. As a result, with an
occurrence of an anomaly that requires a reset, the resultant
voltage variation integrated value in the subject ECU
becomes greater significantly than the voltage variation inte-
grated value of another ECU. For example, FIG. 4 illustrates
an example case where when the ECU 13 is reset, the voltage
variation integrated value of the ECU 13 becomes signifi-
cantly greater than that of the ECU 14 that is operating con-
currently with the ECU 13.

In addition, for example, FIG. 4 also illustrates another
example case where when some defect occurs in the in-
vehicle battery 18 itself serving as the power supply source to
cause the decline in the power supply voltage to each ECU, all
the ECUs are reset to increase all the voltage variation inte-
grated values of the respective ECUs 11 to 14. Further, the
processing at S140 or S170 may be referred to as an integra-
tion section.

The following explains, with reference to FIG. 5, a process
for diagnosing an occurrence of an anomaly or a point at
which an anomaly occurs using the voltage variation inte-
grated value calculated in the voltage variation integration
process in FIG. 3. Similarly, the process in FIG. 5 is repeated
until each ECU ends an operation normally (i.e., each ECU
reaches a normal end of an operation). Although the process
in FIG. 5 is performed in each of the ECUs 11 to 14, and 20 in
the present embodiment, the explanation below is made on
the assumption that a subject ECU that is any one of the ECUs
11 to 14, and 20 performs the present process in FIG. 5 for
easy understanding. Further, each of all the ECUs excluding
the subject ECU is referred to a different ECU in the follow-
ing explanation.

At 8200, the subject ECU acquires the voltage variation
integrated values from all different ECUs that are currently
operating. The different ECU that is operating may be
referred to as an operating different ECU. In the present
embodiment, instead of all the ECUs, only part (some) of the
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ECUs may be activated to perform an intended operation. In
such a case, a voltage variation integrated value is acquired by
the subject ECU from only each operating different ECU,
whereas any voltage variation integrated value is not acquired
from each different ECU which is not activated (i.e., is not
operating).

Next, at S210, it is determined whether all of (i) the voltage
variation integrated value of the subject ECU and (ii) the
voltage variation integrated values of operating different
ECUs are greater than a second threshold voltage V2 (i.e., a
second predetermined value V2). When it is determined that
all the voltage variation integrated values each are greater
than the second threshold voltage V2, it is regarded or deter-
mined that an anomaly occurs in the in-vehicle battery 18
serving as the power supply source. Therefore, the processing
proceeds to S220, where the subject ECU stores data to the
effect that an anomaly occurs in the power supply source.

At 8230, one of the voltage variation integrated values of
the operating different ECUs is selected, as a selected voltage
variation integrated value of a selected operating different
ECU, from all the voltage variation integrated values of the
operating different ECUs. At S240, an absolute value of a
difference is first calculated in between (i) the above selected
voltage variation integrated value and (ii) the voltage varia-
tion integrated value of the subject ECU, and it is determined
whether the absolute value is greater than a first threshold
voltage V1 (i.e., a first predetermined value V1). As explained
above, a loose connection in a power supply line inan ECU or
an anomaly requiring a reset in the ECU leads to a significant
increase of the calculated voltage variation integrated value of
the ECU as compared with that of another ECU. Therefore,
when the determination at S240 is affirmed, there is a possi-
bility that an anomaly occurs in either the selected operating
different ECU or the subject ECU.

At S250, in order to determine in which ECU such an
anomaly occurs, a voltage variation integrated value compari-
son is performed to determine whether the voltage variation
integrated value of the subject ECU is greater than the sum of
(1) the selected voltage variation integrated value and (ii) the
first threshold voltage. The affirmative determination at S250
signifies that the voltage variation integrated value of the
subject ECU is greater than the selected voltage variation
integrated value of the selected operating different ECU by
the first threshold voltage at least. In contrast, the negative
determination at S250 signifies that the selected voltage
variation integrated value of the selected operating different
ECU is greater than the voltage variation integrated value of
the subject ECU by the first threshold voltage at least.

Therefore, when the determination at S250 is affirmed, the
processing proceeds to S260, where the processing stores
data to the effect that an anomaly occurs in the subject ECU
itself. In contrast, when the determination at S250 is negated,
the processing proceeds to S270, where the processing stores
data to the effect that an anomaly occurs in a different ECU
other than the subject ECU (i.e., the selected operating dif-
ferent ECU). It is noted that the data to the effect that an
anomaly occurs in a different ECU is primarily stored in such
a different ECU itself; thus, the processing at S270 may be
optional or omitted. In addition, the processing at S260 may
store a reason of a reset if the reset arises in the subject ECU
itself, in addition to the data to the effect that an anomaly
occurs in the subject ECU itself. For example, such a reason
of'areset indicates whether a reset is caused by (i) an anomaly
in an internal arithmetic process, (ii) an external watch dog
timer, or (iii) a low voltage anomaly. This enables easy speci-
fication of the reason of an anomaly occurring in the subject
ECU.
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At S280, it is determined whether all the acquired voltage
variation integrated values of all the operating different ECUs
are thoroughly subjected to the voltage variation integrated
value comparison with that of the subject ECU. When the
determination at S280 is affirmed, the present process in FIG.
5 ends. When the determination at S280 is negated, the pro-
cessing returns to S230, where the voltage variation inte-
grated value to compare is changed to another. The processing
repeats S240 and onward. Further, the processing at S210 to
S280, S240 to S270, or S210 to S220 may be referred to as a
diagnosis section.

Thus, in the present embodiment, when a subject ECU
being any one of the ECUs 11 to 14, and 20 is activated, the
previous detection value of the power supply voltage pro-
vided to the subject ECU is setto zero (0'V) so that the voltage
variation value is set to or turns into the power supply voltage
presently provided to the subject ECU. Therefore, when the
subject ECU is activated and starts an operation, the voltage
variation integrated value certainly turns into a value greater
than zero. The present anomaly diagnosis process only uses
voltage variation integrated values being greater than zero
acquired from operating different ECUs that are certainly
operating or performing an operation. There may be a case
where while only part of the ECUs in a single network are
activated and operating, an anomaly occurs in either (i) the
in-vehicle battery 18 serving as a power supply source or (ii)
any ECU operating. Even in such a case, the present embodi-
ment can detect more accurately an occurrence point of the
anomaly or the like.

The embodiment of the present disclosure is thus
described; however, without being restricted to the embodi-
ment mentioned above, the present disclosure may be vari-
ously modified as long as not deviating from the scope
thereof.

For example, the above embodiment provides an example
case where each ECU performs an anomaly diagnosis based
on the voltage variation integrated values. There is no need to
be limited thereto. The anomaly diagnosis may be performed
by one or more representative ECUs that are selectively deter-
mined from all the ECUs, instead of all the ECUs connected
to the network. For instance, one example of such a represen-
tative ECU may be the power control ECU 20. In such a case,
the representative ECU, which performs an anomaly diagno-
sis, collects voltage variation integrated values from each
ECU, but cannot acquire any voltage variation integrated
value from an ECU which is not operating; thus, the voltage
variation integrated value of the ECU not operating is set to
zero. When the mutual comparison of the voltage variation
integrated values is carried out, only the voltage variation
integrated values greater than zero are permitted to be used.
This enables the mutual comparison of only the voltage varia-
tion integrated values of the ECU that are operating.

Further, the above embodiment provides an example case
where the comparison is made whether to find a difference
between the voltage variation integrated values, the differ-
ence being greater than the first threshold voltage V1. The first
threshold voltage V1 may be designated as being multiple
stepwise threshold values to identify a plurality of anomaly
levels or degrees. That is, using the multiple stepwise thresh-
old values enables the distinction of an anomaly degree, for
instance, such as a state where a sign of an anomaly arises, or
a state where an anomaly is mostly determined to have
occurred, and the like. In other words, the first threshold
voltage V1 or first predetermined value may be designated as
a plurality of different auxiliary levels having one-to-one
correspondence with a plurality of different anomalous
degrees so that one of different anomalous degrees may be



US 9,279,744 B2

11

determined depending on the difference being equal to or
greater than one of the plurality of different auxiliary levels
corresponding to the one of different anomalous degrees.

Further, in the above embodiment, the voltage variation
value calculated at S130 may be compared with a third thresh-
old voltage V3 (i.e., a third predetermined value V3). Only
when the voltage variation value is determined to be greater
than the third threshold voltage V3, it can be a target for
calculating a voltage variation integrated value. Such an
optional configuration can prevent a value of a slight voltage
variation due to noise or the like from being a target for
calculating a voltage variation integrated value, thereby pro-
viding an advantageous effect of eliminating an influence of
the noise or the like. The above advantageous effect can be
also achieved, for instance, by applying a filtering process to
a calculated voltage variation integrated value for smoothing
to obtain a smoothed voltage variation value, which will be
used for calculating a voltage variation integrated value.

While the present disclosure has been described with ref-
erence to preferred embodiments thereof, it is to be under-
stood that the disclosure is not limited to the preferred
embodiments and constructions. The present disclosure is
intended to cover various modification and equivalent
arrangements. In addition, while the various combinations
and configurations, which are preferred, other combinations
and configurations, including more, less or only a single
element, are also within the spirit and scope of the present
disclosure.

What is claimed is:

1. An anomaly diagnosis system to perform an anomaly
diagnosis in an in-vehicle network where a plurality of elec-
tronic control units are connected to mutually communicate,

the anomaly diagnosis system comprising:
an in-vehicle battery that provides an electric power to each
of the plurality of electronic control units;
a subject electronic control unit being one of the plurality
of electronic control units which are connected to mutu-
ally communicate;
an analog-to-digital (A/D) convertor provided in the sub-
ject electronic control unit, the A/D convertor detecting
a power supply voltage in the subject electronic control
unit repeatedly while the subject electronic control unit
performs an operation;
the subject electronic control unit configured to:
calculate, by an integration section, a variation value
indicating a variation that arises when the power sup-
ply voltage detected by the A/D convertor is changed
from the power supply voltage detected at a previous
time, and

integrate, by the integration section, the variation values
calculated repeatedly to calculate an integrated value
with respect to the subject electronic control unit; and

perform, in a diagnosis section, an anomaly diagnosis
that determines where an anomaly occurs based on
the respective integrated values calculated with
respect to the plurality of electronic control units,

wherein:

the subject electronic control unit is further configured to:
calculate, by the integration section, the integrated value

by substituting a corresponding value for the variation
value at an activation time when the subject electronic
control unit is activated, the corresponding value cor-
responding to the power supply voltage detected by
the A/D convertor at the activation time when the
subject electronic control unit is activated; and
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perform, by the diagnosis section, the anomaly diagno-
sis that determines where the anomaly occurs using
only the integrated values each being greater than
Zero.
2. The anomaly diagnosis system according to claim 1,
wherein:
the diagnosis section compares the integrated value of a
first electronic control unit being one of the plurality of
electronic control units with the integrated value of a
second electronic control unit being another of the plu-
rality of electronic control units excluding the first elec-
tronic control unit, calculating a difference between the
integrated value of the first electronic control unit and
the integrated value of the second electronic control unit;
and
when the difference is equal to or greater than a first pre-
determined value, the diagnosis section determines that
the anomaly occurs in the first electronic control unit or
the second electronic control unit, whichever provides
the greater integrated value.
3. The anomaly diagnosis system according to claim 2,
wherein
the first predetermined value is designated as a plurality of
different auxiliary levels having one-to-one correspon-
dence with a plurality of different anomalous degrees so
that the diagnosis section is permitted to determine one
of different anomalous degrees depending on the differ-
ence being equal to or greater than one of the plurality of
different auxiliary levels corresponding to the one of
different anomalous degrees.
4. The anomaly diagnosis system according to claim 1,
wherein:
the in-vehicle battery provides, from a single power source,
an electric power to each of the plurality of electronic
control units; and
when each of a plurality of the integrated values with
respect to the plurality of electronic control units is
greater than a second predetermined value, the diagnosis
section determines that the anomaly occurs the power
source.
5. The anomaly diagnosis system according to claim 1,
wherein
when the subject electronic control unit being any one of
the plurality of electronic control units ends an operation
normally, the integration section erases the integrated
value of the subject electronic control unit which ends
the operation normally.
6. The anomaly diagnosis system according to claim 1,
wherein:
when the integrated value calculated is equal to or greater
than a third predetermined value, the integration section
regards, as a target of integration, the integrated value
being equal to or greater than the third predetermined
value; and
when the integrated value calculated is less than the third
predetermined value, the integration section precludes,
from a target of integration, the integrated value being
less than the third predetermined value.
7. The anomaly diagnosis system according to claim 1,
wherein
the integration section smoothes the variation values cal-
culated repeatedly to obtain smoothed variation values,
and integrates the obtained smoothed variation values to
calculate the integrated value.
8. The anomaly diagnosis system according to claim 1,
wherein:
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the subject electronic control unit is configured to apply a
reset operation to the subject electronic control unit
itself when the anomaly occurs in the subject electronic
control unit; and

the anomaly requiring the reset operation includes a
decline in the power supply voltage.

9. The anomaly diagnosis system according to claim 8,

wherein

when the reset operation is applied to the subject electronic
control unit itself, data indicating a reason of the reset
operation is stored.

10. The anomaly diagnosis system according to claim 1,
wherein the subject electronic control unit is further config-
ured to acquire the respective integrated values, via mutual
communication, from the plurality of electronic control units
which are currently operating.

11. The anomaly diagnosis system according to claim 1,
wherein the subject electronic control unit is further config-
ured to store data indicating where, among the plurality of
electronic control units and a power source provided by the
in-vehicle battery, the anomaly is determined to occur.

12. The anomaly diagnosis system according to claim 1,
wherein the subject electronic control unit is further config-
ured to:
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cause the determined one of the plurality of electronic
control units to store said data indicating that the
anomaly occurred, when one of the plurality of elec-
tronic control units is determined to be where the
anomaly occurs.

13. The anomaly diagnosis system according to claim 1,

wherein:

the subject electronic control unit is further configured to
compare, in the diagnosis section, the integrated values
of at least two of the plurality of electronic control units
and to determine which one of the at least two of the
plurality of electronic control units the anomaly
occurred in based on the comparison.

14. The anomaly diagnosis system according to claim 1,

wherein:

the subject electronic control unit is further configured to
determine, in the diagnosis section, that the anomaly
occurs in a power source provided by the in-vehicle
battery, when each of a plurality of the integrated values
with respect to the plurality of electronic control units is
greater than a second predetermined value.
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